Mobile first

uey — state super-app

Transformation of the state via digitalization

Transparency Efficiency Flexibility Great economic effect
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How It was ‘ v

State registers did not interact with each other

Citizens collected a bunch of various certificates and documents for services

Each authority provided services according to different standards — a "zoo" of websites
and offices

Information about services was not clear and difficult to access

The official made a decision about the result — the risk of corruption

Complex procedures for providing services and many offline visits

The state was far behind High costs of Corruption
the business in terms providing services
of service level




documents
& services




Services In the
smartphone

Payment of taxes

Tax declaration

Services for drivers
Application for mortgage
Social assistance
Residence registration
Unemployment benefits
e-Democracy
Enforcement proceedings
COVID-certificates

Ordering certificates and
documents

New services
during the war

Donations to United24
platform

Financial assistance for
business

Social assistance

Reporting on damaged
property

IDPS’ servises
War bonds
TV and radio broadcasting

Donations to “Back alive” fund
and United24

Chatbot eVorog

Mobile governance

[locnyru

[Jonomora apmil

COVID-cepTudikatun

BincbkKoBi oénirauii

OnuTyBaHHA

MowkogxeHe ManHo




The basis for services in the
application is electronic signature

aia.riigpnuc

[ CepTudikar IcTopia niar

ais
Hapis ’
Bonoumm\
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00000000Q

i

[laTta CTBOpPEeHHA: OincHun ad
20.03.2021 20.03.2021

14,185,180

sighatures generated




What is Dila.Sighature

State producing Regulation Usage
center standard
Only Diia App
Free to use

-

KBanidgikoBaHu
eneKTpPoHHUM nig,

ETSI TS 119 )
101:2016, Ukraine

[JoBip4i nocnyru

Mpup6aTtn ceprTudpikar OHoBUTU cepTudikar
: L elDAS, EU




Di IaS|g nature Qualified electronic signature in a smartphone Authorization Document signing

1 . 3 4

How to generate Put “Generate” button Verify identity in the Set-up 5 digit code
Diia.Signhature most convenient way ‘ -

10:30
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Hanpie

NosigoMNeHHA
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i <

DOTO ANA NepeBipkKn '

NpuoymanTe kon 3 5 fdis.Nignuc

umndp

Ois.Nignuc

Ceptudikar IcTopia nignucanHAa

Lle# ko BM GypeTe 8BORUTH ANA NIANUCAHHSA
AOKYMEHTIB 3a gonomorose Ala. rnignuc.

AxTueyeatu Qin.Nignuc

ain
Hanis

Ais. Nignue BonogumupisHa

Mepen akTUBaUi€l0 oaHamoMTeCh, Synb

~  nacka, 3l amlcTom 3aa81 Npo
npuearanHa No Jorosopy NRO HanaHHs
KpanihikosaHuX eNeXTROHHNX ROBIRYMX
DIRNMCIE,

MacnopT:
000000000
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Konit uuposnx AOKYMEHTIB

Q) DyHKUil Ta nigkaskn

[ata creopasys: AikcHuia no: @
20.03.2021 20.03.2021

NuradHA Ta signosial

Cnyx6a NniaTpuMKH

Koniwoeatn HOMEp NpUCTPOIO

Byab nacka, HaxuniTe
ronosy npasopy-

HanawTyBaHHA




The architecture of the Diia.Sighature

Protected QTSP
Diia environment

Request key generation

User

+ﬂ

Biometrics signing
: : module S
Liveness detection application

—
oF — HSM Signature
S

One part of the key
returned to the app

&

Second part is kept
on HSM module

Validate data

Photo from the
Demographic register

&

Data
transfer

Banking App

oy



Original
application form

Cropping
unnecessary fields

+

Pre-filling fields

Illljl

from registers

Diia

from the documents
in Diia App

3aKkopOoHHWIA
KapTka nacnopt
Ceigoy nNopaTk

Oara
HapOoO» PHOENN HAPOOAEHHE:
2408199
AWTHUHE
Aia Homep:
nis Lol X000
Hapnis o
BONOAWMM  nara wapans )
o, 2H0BSE ,.f"'-'q;q‘-’ s
24,0815 i
MiCLe Hapoy
Yepni ”
WOH, .

rHOKNN e HaOIA
BonogMMUpiBHAa @

12345

Convinient online
application form

AsKyemo,
3aABy HapgicnaHo!




Data from documents is also data for pre-filling

Document Application

& 3amiHa nocBig4YeHHs BoaiA

3asaBa Npo 3aMiHy
NocCBIOYeHHSA BOoOISA

MacnopT rpomagsHuHa | | | | -
VKpailHu

dara ]
HapOOXKEeHHA:
24.08.1991

Homep:

000000000

;vfniaaume: nis

o LUV K Hanis
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Hapis | — -~
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Vkpainum (ID kapTka)
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Director

Authorization in the Diia App

Diila app

= Legal entity

« An individual

Has the user selected
a legal entity account
or role?

Was the information
found?

Search for Selecting
information an office/ L

in the USR role entity

Opening access
to an individual's
accountirole

Unified State
Register

E USR Database =

Representative

= Full name
Mame of the organization

Opening access
to the account/
role of a legal

Tax Number
USR-code

Does the user have the right
o view data from the
reglsters?

Displaying data
from registers
about a legal
entity

Displaying user
profile
information

Registers

O3k
BCHET

Py baar o Bagistar of Gyt b o Ragistar 30
pelicyhaldars T P -t il 1

BPMN

Intent to add

’ a representative ~

List of portal services

available to legal
entities

Is the user a director
of a legal entity?

Displaying
available services
for a legal entity

Displaying the
permissions
management menu

= Add a representative
= Delete a representative
= Settings

Choosing a service

Passage service's Did you use DilaSignature
flow of the director?

Using
Diia.Signature for L
confirmation

- Authorization on the Diia portal

Opening the form
for adding a
representative

» Receiving electronic services

= Receiving electronic services and
review information from registersm

Entering
information
about the
employee

Does the director want to
rece|ve notifications
about the ectlons of the
representative?

Selecting an Approval of
access type adding a

fora representative
representative Diia.Signature

Obtaining
notifications on
the use of a legal
entity's signature
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: & eNinpTpumka @

BiTaemo, Hapia

] OeTaneHiwe Npo Nocnyry:

; KopWcTyBadi, AKI NpoAwny NoOBHKA Kypc
BakKLUMHaWIT | MmaoTe «3eneHnii» COVID-
cepTUdiKaT, MOXYTE OTPUMATKH BUNNaTy 1000 rpH
Ta popatkoBo 500 rpH 3a GycTepHy noay
BaKLUMHaUIl.

Ona ueoro Bam 3HaOoGMUTLCA:

* «3eNeHi» cepTUdikar BaKUMHALUIT;

* faHKIBCchKAa KapTka MigTpyMmKa Big ogHoOro 3
GaHKIB-NApPTHEDIB.

OTpuUMaTK gonomory

Socilal Assistance

-
& eNinpTpumka @

BaHKIBCbKMIN pPaxyHOK

Ois 3Halwna paxyHKW, Ha AKl MoxHa
othOpMKUTH BUNNATY.

]

BuGepiTe KAPTKY ANA BUNNATK:

5168 **** **** 1429

I 1 drdkdrd drakdrad ETEE

O

OTpUMaTH gonomory

i

Oakyemo,
3asBY HapgicnaHo!

MNoBifoMUMO, KoKW rpowi 6YyAayTh
nepepaxoBaHdi 3 GIOOXeTy Balomy
BaHKy.

3po3ymMmino




Mopatku @O

3BepHITbL yBary
neKnapauin nnaTHMMKa enm[
noaaTkKy

¢y Hapicnaru o 20 kBiTHA 2022

nisa
Hapis
BonogumupisHa

PHOKTMM: 1234567891

Mpyna onofaTKyBaHHA:
I1l, cnpoweHa

(ne*ranbua iHcbopmauin )

3BiTKU Ta geknapauil o

Cnnara nopgartkis Ta 360piB e

3BiTKU Ta geknapauil

[leknapauis nnaTtHu
€OWHOro NoAaTky |

Byab nacka, o6epiTh nepiof, 3a FIKJ
aeKknapyerte goxig

2022 piK

Tax declaration

3BiTU Ta geknapauil

Neknapauia nnaTtHu
€OQUHOro nogaTtky

BeeniTe cymy BCiX HAOXOOXKEHb NO
2020 pik

15500 rpx

3BiTKU Ta geknapauil

[Neknapayis nnaTHUKE
€OWHOro nogaTky 3a |
2022 pik -

Mwu cchopmMmyBanm QOKYMEHT Ha G
paHux, Wo Bu Hapganw. NepesipT!
Byab-nacka nepen BignpaskKolo.

1953 AIH Y BFHMOPCLEOM) P-HE MOAECH 1Y 16< 8 O
ML dswqraninn lnss Jswcost s

e Made o Davwromg, fan 00, 00 "

Nignucaru Ta Hagicna

10:30

®OoTO ANA NepesipKi

KninHiTL

[OAaKyemo, geknapauiro
HagicnaHo!

HYekanTe Ha BiAnoBiab Big NOOQaTKOBOI.

Bu oTpuMacTe asa NoBiAOMNEHHA:

1. Nepuwe, WO NnogaTrkosa oTpumana
gexknapauito.

2. Opyre, Wwo nogaTrkoea cxeganuna aéo
BiAXuUnuna geknapauito.

[ )




1 2 3 4

viia| Mobile app piia| Back end IT system of the . Mobile app
relevant authority

g Sgg;a%?catlon Processing Status & Notification @

10:30

oso QD

T -
e OQ)OpMﬂeHHﬂ ﬂO"OMOI"Vl FREULA TIOORA U CAS AR LA TR A R O OA T Y
w-la Bno SR OO B

It W MosipOMNEeHHsA

YKaXiTb CBOE NOTOYHE e ———
Micue nepebyBaHHA = e ; '

Bitaemo!

Thome womm 1 BI2T

3apeecrpaysartu @OMN — ]
SAAMATWCE MANEHBKOK &
AKa BaM N0 Aywi Ta pob TT [ Pepeied e s seceapine ¢ (ew b rrena Ade v

T e o S — S —— A ————

Bunnaty oTpuMMaHo

TR RMMEATIARACE O TR A CARTE LRI T L0 L LA TMATE TR O ML LA TS Tl A v e

MU QONCMOMXKEMO 06paY i
ONONATKYBAHHA TA NIAKE
norim posnTw.

HacentnR mywsT *
DOMN peecTpyeTucn asTod
CEKYHA nicna nignucy sa
BIKPMTTAM BNAcHOT CNpag
peecrpauin CNnpoLeHol ¢

Bynuun

U068 aapeccTpysaty ©O
Byanuek Kaapmupa / Npsaswie uin e 4 Oncammonnils mapes peaoc § ¢ peaes. X0
® 00paTH CUCTEMY ONOL ST avamm] Srotes CRowD B

® BWGPATM BMAM BALWIOI M

nianpUeMHKUULKOL Bian | —
ST s oywy, |

® BKA3aTu anpecy sawor R R R N L R T T T T S I TR IV BT T P T Rpeeiman %

® BKASATH KOWTAKTHI Qan » ~ ‘ ;’n.:...‘..

;.wmu'(v’u
ML AIROMY

1 BEM mwrasect
' ‘ , | g maamipy

——

e e pa ) e (b

D T T —

R e : EIIEARET 3 1,
183%e Walssn)

L T N L e e L R L
e e L B L N T

RN IRAATES TR TRl T e
‘
-y, -

TORRIRANE PRI RIS BRI ARS RO AR LN




420K

Private entrepreneurs
registered in a year




14 digital documents

ID-card (Passport) Driving License Green COVID certificate: Student card

« domestic & international

Vehicle registration Pension certificate

certificate

International passport |
« children's

Permanent and temporary . based on recovery Tax number
residence permit Vehicle insurance : e
P * based on PCR test Birth certificate

eDocument Yellow COVID certificate:
« domestic & international

IDP certificate (IDP)

Passport I ' Driving Licence D@ ' Vaccination certificate ' KapTKa nnaTHUKa

_ NoQaTKie
Certificate 11.08.201 PHOKNN

24.08.1901

XXOODO00D

/‘: ZJU&-&:—

Diia
Nadiia
Volodymyrivna @

faHi onoenero 24 cepnra 2022 o 10:30

240819591
E. B1

BXM 331058

Valid until 10,06.2034 + UKRAINE -+ ‘\alid

Dila

Nadiia )

Oaxi oHoenedo 17 TpasHa 20234 o 10:29

valid until:
Waccine: Comirnaty

Intermational XXO000000
passport:

Diia
Nadiia & 3

Aani oHoanewo 11.08.2021 o 10:00

ain
Hapin
BonogumupieHa

Oata Hapop®eHHR:
2408199

PHOKNN gidcHyA. NepagipaHo e paaeoe

1234567890

Oaxi oHoeneno 17 TpaeHa 203 o 10:29




Receive parcels in post office

Open a bank account online from anywhere in the world

Buy train & bus tickets Hotel check-in

Confirm age in the store when buying alcohol

Submit documents to university Purchase life or car insurance

Drivers will not carry paper or plastic driver's licences

Apply for offline services Create a medical records in the hospital




Once the data of the document from list appears in registry, it can be added to application

Authorization, Requests in the registry The document appears
confirmation of the with documents to receive automatically
citizen's identity them on a smartphone

of the National Bank

of Ukraine
1'=ll sses [MacnopT rpoMmagaHUHa
S H - VKpaiHu
ahort E ssss !
)))) %Q — = ' HdaTta

: HapOomXKeHHA:
- 24.08.1991

Howmep:
000000000

Can be implemented.:

z22:
i MobilelD local solution

BonognmumpiBHa




Document’s Structure

Main information Full information QR-code with deeplink

International
Passport I

International
Passport XX000000
Diia

Nadiia

24,0819

Ol

FXKOOOO000 =
000000 Sex: .

012098251

Date of birth: 24.08.1991

,—’514, e

e

r =

QR-code Barcode

Mationality: Ukraine

Barcode

Authority: 8048
Date of issue: 10.06.2004

Date of expiry: 10.06.2034

Record No.: 19910824-00026 [

O L =

Doy madTI Nachnyru MoeigpoMmneHHR MeH

E | L =

Doy MaHTi Macnyria MoeipoMneHHRA Meno

Type: P

ry 20

B L

LoKysEHTH nocnyru NoRigoMmnesHAa MeHK




3annT Ha Konil

LMPpPOBUX
OOKYMEHTIB

Hoea nowTa, M. KKIB,
BipaineHHa NE 172

M. KMIE, Yrpalsa, 1011
2yn. leHepana AnMaioea, 2

MPOCKTE HAOATH NIDMACAHT Konii
OOKYMEHTIE;

= MAacnopT MPOMagAHMHA YEPaTHHA

®

NnignwucaTtiA

%

10:30

doTo QNA NnepeeipKkK

ByObk NACKA, HAXKMITE
FoNoBEY NpaEo Dy

Tb KOO 3 5 undp

GyNETE EBECOMTH ONA NIDNWCEHHA
38 QonoMoroks Qig. Nigmec.

A poayMik, Wo Hapgcunaw ceol NnepooHansH|
aadl TpeTin ocosl Ta Hecy BianoeiganeHIcTE
3a nepenadvy faHuy npo cebe,

Hapicnatu yepes Qi




Sharing

The service allows you to
receive electronic copies
of digital documents of
Diia users.

A copy of a digital
document is information
about a person in
electronic form
contained in state
registers.

Copy In PDF

TRy . MacnopT rpoMagaHuHa
@

Oia
Hanis _
BonogumupiBHa

Diia MNadiia

947667234

JaneT Ha undiposi konil pokymadTie Big 2505, 2020 10302
IHIgiaTop aanuTy: NpueaTBamk, M. KuiB, BigoinesHa BT

CTamk: H
OaTa HApoOOMEHHR: 24.01.1980

MeoMagaHCTEC: YHpEIHA

Oprad, Wwo sMgas: 2034
Oata ewnadi: 13422015

OlAcHMA 0o: 12.01.2023

PHOKON (INH)X 1234567580
Npoiwoe nepesipky JepwapHos NOOATKOEDED
CNyHEGoH: 0100, 2021

Janwyc NE (YHIPK 1990824-00026

Micuye HApOO#WEHHR! 1. Kam'Aveyb-MNopinecer9i
EMeEnsHWULHE CENacTe YepalHa'
m. Kamyanets-Podilsky khmelnytska oblast
ukrainasukr

Micye peecTpauil ai. Kard'areus-NoginechKEi
NPOHEABAHHA Ha MOMEHT np-T Tapaca Wepyeda Gya,. 17493, £p. 17
epOpMMREHHA [OKy MEHTAS 25 nMnEA 2000 p.

Migrue; A
.I-"Il -'!;1-'1-.:‘ / n."-'-L{_,..-—'
£
L

Metadata

data = {
"residenceUA": "YKPAIHA M. KWIB
BYN.UN®POBI3AUII BYA.25 KB.18",
"genderUA": "K",
"nationalityUA": "VkpaiHna',
"birthday": '24.01.1980",
"birthPlaceUA": "M. KWIB YKPAIHA",
"expirationDate": "13.12.2023",
"genderEN": "F",
"lastNameEN": "DIIA'",
"firstNameEN": "NADIIA'",
"lastNameUA": "AIA",
"firstNameUA": "HAAIA",
"middleNameUA" : "BONOAUMUPIBHA",
"docNumber": "123456789",
"taxpayerNumber": '"1234567890",
"recordNumber'": "12345678-12345",
"issueDate": "13.12.2009",

"department": "1234",



The development of e-services
stimulates the development of
business

2,1M+ 5K

bank accounts opened daily
online in total

1 Min 34 secC

fastest account opening




w

Step 1

Onboarding
process

Partner get
acquainted with the
Diia services

Integration steps

Step 6

Instruction for
employees




8,116

Integrated partners

Full legalization

Hotels Administrative service centers SENLE Cinemas
Educational institutions Financial institutions Libraries
Recruiting companies Real estate companies Museums
Courts Advocacy Retall Gyms Car dealerships
Travel companies Logistics companies Utility companies
Service providers Medical institutions Postal companies
Shops and supermarkets Construction companies

Educational courses Executive authorities



© Doesn’t store personal data of citizens and
doesn't combine them in one database

Diia only displays data from state registers
to a citizen

& Has open source code for transparency from
hidden functions

© Permanent open competition for ethical
hackers to search for vulnerabilities — bug
bounty with the payment of prizes with the
support of USAID

) Diia’s architecture was developed by one of
the best IT companies EPAM (USA)

© Regular pen-tests from the best cyber
companies with the support of USAID







